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MARIADB SECURITY HARDENING SYSTEMD SELINUX

CYBERSEC MARIADB — ROUND 2: ADVANCED HARDENING
5 layers of defense — init_file + LUKS + systemd + chattr + SELinux

init_file LUKS systemd chattr +i SELinux
Auto-restore secure Full filesystem PrivateMounts Config files Custom policy
config on restart encryption at rest ProtectSystem=strict immutable Kernel-level MAC

Lock accounts, revoke TPM / Vault for keys NoNewPrivileges Even root blocked sec_custom_path_t

LAYERED DEFENSE — each layer increases attack cost
Layer 1: Runtime restore Layer 2: At-rest encryption Layer 3: Process isolation Layer 4: Immutability

Layer 5: Mandatory access control at kernel level

3a npepesiaMyu OCHOB

MepBbIn payHa 6e3onacHocTy MariaDB / MySQL nokpbiBaeT 6a30Bble BELLN: HafEXHbIE Mapou,
MWHVMalbHble N0JIb30BaTesIN, BKAOYEHHbIN TLS, HACTPOEHHbLIN Me)XCeTeBOW 3KpaH. PayHpg 2
NOET rnyb>xe. Mbl BXOAUM Ha TEPPUTOPUIO NMPOABUHYTOr0 YCUNEHUSA 3aLNTbl — TEXHUK,
KOTOopble MaJsio KTO n3 DBA peanmnisyeT, HO KOTOpbIE AenatoT pa3HULY NMpu CTOJIKHOBEHUN C

Ll,eJ'IeyCTpeMJ'IéHHbIM 3JI0OYyMbILLJIEHHUKOM.

init_file: Tuxun ckpunT

MNepemeHHasa init file B MariaDB / MySQL no3BonseTt ykasaTb SQL-hann, koTopbin byaeTt
aBTOMATUYECKM BbIMNOJIHEH MpPW 3anycke cepBepa. 3TO MOLWHbIA UHCTPYMEHT OJ18 YCUNEeHNs

6e3onacHoOCTU:

[mysqld]
init file = /etc/mysql/conf.d/init security.sql

®ann init security.sql MOXET coAepKaTb:

-- OTKWYNTb YYETHbIE 3ANUCK NO YMOJYAHMI
ALTER USER 'root'@'localhost' ACCOUNT LOCK;



-- 0To3BaThb WU30LITOYHbIE MPUBUIIEr UM
REVOKE ALL PRIVILEGES ON *.* FROM 'app_user'@'s';
GRANT SELECT, INSERT, UPDATE, DELETE ON app_db.* TO 'app_user'@'s';

-- Ypanutb TecTtoBble 6asbl
DROP DATABASE IF EXISTS test;

-- AKTuBMpOBaTb ayauT
INSTALL SONAME 'server audit';
SET GLOBAL server audit logging = ON;

MpenMyLLecTBO: AaXe eC/IN 3/10YMbILLINEHHUK U3MeHUT 6a3y BO BpeMsi BTOPXKEHUS, nepesanyck

cepBepa aBTOMATMYECKN BOCCTAHOBUT 6e30MacHy0 KOHMUrypaLuio.

LUKS: wundpposaHue pannoBon cucrembl

HaHHble MariaDB B COCTOAHUM MOKOS AOJ/KHbI 6bITb 3awmngpoBaHbl. INnoDB nogaep>xuBaeTt
HaTuBHOE WndpoBaHmne TabnnyHbix NpocTpaHcTs, HO LUKS (Linux Unified Key Setup)
obecneynBaeT H601€e NMOJHYI0 3aLLMTY: OH WK pPYeET BClO dansIoBYO CUCTEMY, BKJIKOYas Jioru,
BpeMeHHble hansibl U panibl KOHPUrypaLuuu.

# Co3paTb 3awudpoBaHHbii ToM LUKS pna datadir

cryptsetup luksFormat /dev/sdbl

cryptsetup luksOpen /dev/sdbl mariadb_data

mkfs.ext4 /dev/mapper/mariadb data
mount /dev/mapper/mariadb data /var/lib/mysql

Knto4y LUKS HuKoraa He OOJ/KEH XPaHUTbCS Ha TOM >Ke AUNCKE, YTO 1 AaHHble. icnonb3ynTe

Moaysib TPM, USB-TOKEH nan BHELWHUI cepBUC yrpasieHus kaodamu (Vault, AWS KMS).

systemd: defaults-file n PrivateMounts

Unit-gpann systemd gna MariaDB M0OXXHO yCUANUTb HECKONbKUMKU crocobamu:

ABHbIN --defaults-file

[Service]

ExecStart=/usr/sbin/mariadbd --defaults-file=/etc/mysql/mariadb.cnf
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YKa3aHune --defaults-file He mo3BossdeT MariaDB 4ntaTh apyrmue gannbl KoHbUrypaummn

(Hampumep, BpeOoOHOCHbIN ~/.my.cnf , NOAOPOLLUEHHbIN 3/10YMbILLUIEHHUKOM).

PrivateMounts um npocTtpaHcTBa UMEH

[Service]

PrivateMounts=yes

ProtectHome=yes

ProtectSystem=strict

ReadWritePaths=/var/lib/mysql /var/run/mysqld /tmp
NoNewPrivileges=yes

PrivateTmp=yes

e PrivateMounts=yes: MariaDB Bugnt cobcTBeHHOE NPOCTPAHCTBO MMEH MOHTUPOBAHUS.

N3MeHeHNa MOHTUPOBaHUA, COelaHHble OPYrMMN nNpoLLeccamMm, HEBUAVMBI.
e ProtectHome=yes: kaTanor /home HegocTyneH.

o ProtectSystem=strict: hannosasa cncrtema [oCTynHa TONbKO A8 YTEHUSA, KpOME SIBHO

pa3peLlEHHbIX MyTen.

e NoNewPrivileges=yes: npouecc MariaDB He MOXXeT NoJiy4nTb HOBble NMpuBUiernn (HeT
setuid).

e PrivateTmp=yes: MariaDB vmeeT COBCTBEHHbIN N30JIMPOBAHHLIN /tmp.

chattr: nmmyTabenbHOCTb

ATpnbyT +i (immutable) dhannoson cnctemol extd npenoTBpallaeT N3MEeHeHUe pana, aaxxe

rnosib3oBaTesieM root:

# Coenatb ¢ann KoHOUrypauuu MMMy TabenbHbM
chattr +i /etc/mysql/mariadb.cnf
chattr +i /etc/mysql/conf.d/init security.sql

# lpoBepuThb

lsattr /etc/mysql/mariadb.cnf
e LR e-- /etc/mysql/mariadb.cnf

3710yMbILLIAEHHUK, NMOJYYUBLLMIA root-[0CTYM, HE CMOXKET U3MEHUTb KOHpUrypaumuto MariaDB, He

CHAB NpefBapuTesbHO aTpubyT immutable — 4To ocTaBuT cnepgbl B 1orax ayguTa.
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Ona NnernTMMHOro n3MeHeHns ganna:

chattr -i /etc/mysql/mariadb.cnf
# ... U3MeHUTb dann ...
chattr +i /etc/mysql/mariadb.cnf

systemctl restart mariadb

SELinux: nonb3oBaTeNibCKMUe NOJINTUKHU

SELinux B pexxume enforcing — cambiii MOLLHbIA 1 Hanbonee NrHOPUPYEMbIN YPOBEHb 3aLLUTHI.
MariaDB nocTaBnseTcs ¢ noAMTUKon SELinux no ymonyaHuto, HO Mojsib30BaTeNIbCKasa NOJINTUKA

MOXXET NOWTN 3HAYUTENIbHO Oanblue.

Co3paHuve nonb3oBaTenbckoro Tuna SELinux

# OnpepenuTb TUN NS KOHGUAOeHUManbHbIX $GannoB KOHGMrypauum
semanage fcontext -a -t sec custom path t "/etc/mysqgl/conf.d(/.*)?"

restorecon -Rv /etc/mysql/conf.d/

Monb3oBaTesibCKaAa NoJIMTUKA Monaoynsa

Co3zpante cbann .te (Type Enforcement), orpaHmnymsatowmm goctyn MariaDB:

# mariadb custom.te

module mariadb custom 1.0;

require {
type mysqld t;
type sec_custom path t;

class file { read open getattr };

# MariaDB MoxeT uyMTaTb KOHQUrypauuum, HO HE M3MEHATb WX
allow mysqld t sec custom path t:file { read open getattr };

# 3anucb B KOHQUrypauuum He pa3peleHa

CKOMMUANPYNTE N YCTAHOBUTE:
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checkmodule -M -m -o mariadb custom.mod mariadb custom.te
semodule package -o mariadb custom.pp -m mariadb custom.mod

semodule -i mariadb custom.pp

C 3TOV NONIMTUKON, Aa)Ke eCNn 3/I0YMbILLNIEHHUK CKOMMpoMeTupyeT npouecc MariaDB, OH He

CMOXXEeT N3MeHUTb hanibl KOHpUrypaumm — SELinux 3abnokupyeT 4oCTyn Ha ypoBHe aapa.

3u1en0Hv|pOBaH|-|a;| 3alllMTa

Kaxxpas npefcTaBiieHHas TeXHUKa — 3TO Cc/oM 3aWwnThl. HM o4Ha He AoCcTaTo4YHa cama no cebe.

BMecTe oHM (hopMUpPYIOT 3HAYUTESbHbI BPOHUPOBAHHbBIN LNT:

Cnou 3awumTa Mpotus
ABTOMaTMn4yeckoe
init_file N3mMeHeHnsa KoHgurypaumm B runtime
BOCCTaHOBJIEHNE
LUKS LWndgpoBaHMe B COCTOAHUN MOKOSA dusnyeckas Kpaxxka Aucka
systemd
N3onauuns npouecca ScKanauus npusmaerumn
namespaces
NmmyTabenbHOCTb Moandunkaumsa CKoMNpoMeTUPOBaHHbLIM
chattr +i
KOHuUrypaumu root
SELinux MaHAaTHbIA KOHTPOJIb AOCTYMNa dkcnnayaTaumsa npouecca MariaDB
3aknoyeHue

MpoaBnHyTOE ycuneHune 3awmntel MariaDB TpebyeT BpeMeHun 1 akcnepTusbl. Kaxkabin

nobaBieHHbIN CNON OenaeT aTaky C/loXHee, MeasieHHee 1 bonee obHapyX1BaeMon.

Be3onacHocTb — He BMHapHoe COCTOosIHME, a cnekTp. Llenb — He BbITb Heysa3BUMbIM (3TO
HEBO3MO>XKHO0), a cAeNlaTb aTaKy AOCTAaTOYHO AOPOroCcTOSWEN, YTOObI 3/1I0yMbILUEHHUK NepeLén

K 6onee nérkow uenu.

OTa cTaTbs 6bi1a NepBoHaYasibHO ony6sMKoBaHa Ha Medium.
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