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MARIADB SECURITY ACCESS-CONTROL VIEWS

PHYSICAL SEPARATION — AAA SECURITY MODEL

MariaDB views + stored procedures + locked DEFINER accounts

e N
app_user Authentication
SELECT on views Minimal user with IP restriction
L EXECUTE on procedures y,
Authorization
P N Views mask columns + limit scope
app_interface admin_views
TEMPTABLE views ACCOUNT LOCK Accounting
SQL SECURITY DEFINER Has rights, cannot connect
p S J Audit trail in stored procedures
Rate Limiting
production.* Throttle queries in procedures

Mopenb AAA NnpuMeHUTeNIbHO K 0a3aM AaHHbIX

B vHopmaumnoHHon 6besonacHocTn moaenb AAA (Authentication, Authorization, Accounting) —
dpyHOamMmeHTanbHas onopa. OHa BcTpeyvaeTcsa B RADIUS, TACACS+, panpsonax, VPN... HO peako

npnMmeHsaeTca C OOJIKHON CTPOroCTbio K peniaunoHHbIM 6a3aM OaHHbIX.

Mpwn a3Tom MariaDB / MySQL npegnaraet HaTUBHbIE MEXaHN3Mbl, MO3BONSOLLIME peasin3oBaThb
HACTOALLYIO (PU3UNYECKYIO N30JIALNIO MeXAY KOH(PUAEHUMANIbHBIMU OaHHLIMA N NOJIb30BaTENAMU
npunoxeHus. He Hy>xHo gononHMTenbHoro middleware, He HY>KHO [OPOroro NMPokcu. Bcé yxe

eCTb B ABWXKE.

LI,eHTpaanaﬂ noesd npocTa. I'IpHKJIaJJ,HOﬁ nosib3oBaTeJib HUKOrga He 0oJi>keéH MuMeTb
np;mov'l A0CTyn K Tabnuuam c KOHCbMAEHLl,MaanI:IMH DaHHbIMU. OH JOJIKEH
B3aMMOOENCTBOBATb TOJIbKO C npeanctaBiaeHNAMN N XpaHUMbIMU MnpoueaypamMmu, TwaTteslbHO

pa3pa60TaHHbIMI/I onga npegoctaBJieEHUA NNb CTPOrro Heobxogumoro.

3aueM cpusnuyeckoe paspesnieHue?

Knaccmyeckasa mogenb — gaTb NPUKAALHOMY MOJSIb30BaTel0 GRANT SELECT, INSERT, UPDATE,

DELETE ON mydb.* . 3T0 6bICTPO HAaCTpPaMBaeTCs, HO C TOYKM 3peHnss 6e30MacHOCTU 3TO



KaTacTpoda:

Monb3oBaTeslb MeeT JOCTYN KO BCeM ctonbuam Bcex Tabnumu

SQL-MHbekuMsa B NpuioxxeHnn obHaxkaeT BClo 6a3y AaHHbIX

HeBO3MO)XHa TOHKas TPacCMPOBKa O0CTYNa K KOH(PpUOEHLMaIbHbIM OAHHbIM

Henb3s cKpbiTb onpenenéHHble cTonbubl (HoMepa KapT, email-agpeca, XxewpoBaHHbIe

rnaposn)

du3nYveckoe pasgesieHne pellaeT 3Ty npobnemsl, BCTaBaa cnon abcrpakuum SQL mexay

npnnoXxeHmem n gaHHbIMA.

9T1an 1: Co3paTtb cxeMy uHTepdenca

CREATE DATABASE app interface;

DTa cxeMa He byaeT coaep>kaTb Tabauu. ToNbKo NpeacTaB/ieHNs N XpPaHUMble Mpouenypbl. 9TO

«MOBEPXHOCTb aTakKn», BuanNMas npunyioXXeHuto.

3T1an 2: Co3paTtb npeactasneHma ¢ ALGORITHM=TEMPTABLE

Knioy pusnyeckoro pasneneHns — B Bbl60pe aJiIrOpTMa npenctaByieHnA:

CREATE
ALGORITHM = TEMPTABLE
DEFINER = ‘'admin_views'@'localhost'
SQL SECURITY DEFINER
VIEW app_interface.v_customers AS
SELECT
customer id,
first name,
last_name,
city,
country

FROM production.customers;

Tpy KPUTUYECKUX d1eMeHTa:
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e ALGORITHM=TEMPTABLE: MariaDB maTepnannisyet npencraBsieHNe BO BPEMEHHYIO
Tabnunuy. MNMonb3oBaTeslb HE MOXET «MNOAHATLCA» K Ba3oBon Tabnuue Yepes SHOW CREATE VIEW

0215 MOCTPOEHMS NPSIMOro 3arnpoca.

o DEFINER: [peacTaBneHne BbINOJIHAETCS C NpaBaMu Y4ETHOM 3aNnUcu admin views , @ He

NMPUKNagHOIro rnoJib3oBaTesd.

e SQL SECURITY DEFINER: NpoBepku npusunernn soinosHatoTca ansg DEFINER, a He ons
INVOKER. lMpuknagHOMy NoJsib30BaTe0 HY>XHbl MpaBa TOJIbKO Ha rnpegcTtaB/ieHne, a He Ha

ncxogHyto Tabnumuy.

O6paTnTe BHMMaHWe Ha TO, 4TO OTCYTCTBYET B NpeAcTaB/eHnn: H1 email, Hn HoMep TenedoHa,
HU NOJIHBIN aapec. MackKupoBaHMe OAaHHbIX ABJISETCA BHYTPEHHUM CBOMCTBOM AM3aWHa

npepncraBJ/ieHUA.

9T1an 3: XpaHuMbie npouenypsbl ona 3anucu
[Onsa onepauunin 3annucu XxpaHnMble Npoueaypbl npegnaratoT ewé 6osiee TOHKUN KOHTPOJIb:

DELIMITER //
CREATE PROCEDURE app interface.sp update customer city(
IN p customer id INT,
IN p city VARCHAR(160)
)
SQL SECURITY DEFINER
BEGIN
- - bu3Hec-Banupauus
IF p city IS NULL OR LENGTH(TRIM(p city)) = © THEN
SIGNAL SQLSTATE '45000'
SET MESSAGE TEXT = 'City cannot be empty';
END IF;

UPDATE production.customers
SET city = p city,
updated at = NOW()

WHERE customer id = p customer id;

-- XypHan aygouTta
INSERT INTO production.audit log(
table name, record id, field name,

action, performed by, performed at
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)
VALUES (
'customers', p _customer id, 'city’,
"UPDATE', CURRENT USER(), NOW()
)i
END //
DELIMITER ;

MpuKNagHOW NMosib30BaTE/lb MOXKET U3MEHUTL TOJIbLKO ropod. He nms, He email, He cTaTycC

y4E€THOI 3anucn. N Kaxxgoe n3MeHeHne aBToOMaTUHYeCKM XXYPHaIMpyeTcs.

dTan 4: 3abnokupoBaHHaA Y4€THaA 3anMcb agMUHUCTPaATOpa

Y4yéTHasda 3anuck DEFINER npencrtaBieHuin n npouenyp HUKOrAa He O0JIXKHa UCMNoJib30BaTbCA AN

noaoKJIto4YeHnA:

CREATE USER 'admin_views'@'localhost'
IDENTIFIED BY 'impossible to guess random_string';

GRANT SELECT, INSERT, UPDATE ON production.* TO 'admin views'@'localhost';

ALTER USER 'admin_views'@'localhost' ACCOUNT LOCK;

3abnokmpoBaHHaa y4é€THasa 3anucb ( ACCOUNT LOCK ) HE MOXXeT MOAKJII0YNTLCH, HO €€ NpuBuUaEernm
OCTalOTCH aKTMUBHbIMW O NPeACcTaBAEHUA N NpoLeayp B peXxume SQL SECURITY DEFINER . DTO
KJIIO4EBOWN MOMEHT apXUTEKTYpPLI: Y4EéTHaA 3anucb, obnapaoLwan npaBaMm, He MoXKeT

noAoKJMNIO4YUTbCA, a y‘léTHaﬂ 3anucChb, KOTOpaa noakKJ/nl4vYaeTcd, He UMeeT NpPAMbIX MpaB.

9Tan 5: MUHMMaNbHLIA NPUKJAAAHOWU NOosb30BaTesb

CREATE USER 'app user'@'10.0.%'
IDENTIFIED BY 'strong password here';

GRANT SELECT ON app_interface.v_customers TO 'app user'@'10.0.%';
GRANT EXECUTE ON PROCEDURE app_interface.sp update customer city

TO 'app user'@'10.0.%"';

- - Hukakmx GRANT Ha production.*

PmacControl - http://www.pmacontrol.com/ru/site/blog_post/physical-separation-mariadb/


http://www.pmacontrol.com/ru/site/blog_post/physical-separation-mariadb/

MprKNagHOW Mosib30BaTE/lb HE MMEET A0CTYyMa HU K YeMy B CXeMe production . [la)ke npu
ycnewHom SQL-MHbeKUMN aTaKyoWNI MOXKET BUAETb TOJ/IbKO AaHHble, MpeaoCTaBJ/IeHHbIe

npencTaB/IEHUSMUA, U BbIMOJIHATL TOJIbKO pa3peLléHHble Mpouenypsbl.

NMpoaBUHYTOE MAaCKUPOBaHUE OaHHbIX
npe)J,CTaBJ'IeHVIFI TaK>Xe NMO3BOJIAKT NCMNOJIb30BaTb VI30LlJ,péHHbIe TEXHNKN MaCKUPOBaHUA:

CREATE VIEW app_interface.v_customer contacts AS
SELECT
customer_id,
CONCAT(LEFT (email, 3), ‘'*¥*k@t*x ',
SUBSTRING INDEX(email, '.', -1)) AS masked email,
CONCAT ( ' *¥**-***_" = RIGHT (phone, 4)) AS masked phone

FROM production.customers;

Cnyx6a nogaep>XKm MoOXXeT NnaeHTUGULNPoBaTh KAMeHTa No nocaeaHnm 4 unudpam TenedoHa,

HUKOrga He BMAS MOJIHbIN HOMep.

OrpaHuMyeHue 4acToThbl 3anNpocoB

YacTo ynyckaemas ns Bugy TexHuKa: NCrnoJib30BaHMe XpaHUMbIX npouenyp 448 peaamsaumnm

rate limiting Ha ypoBHe 6a3bl AaHHbIX:

CREATE PROCEDURE app_interface.sp search customers(
IN p_search_term VARCHAR(100)

)

SQL SECURITY DEFINER

BEGIN
DECLARE v_count INT;

SELECT COUNT(*) INTO v_count

FROM production.rate limit

WHERE user = CURRENT_USER()
AND action = 'search'

AND created at > NOW() - INTERVAL 1 MINUTE;

IF v_count > 10 THEN
SIGNAL SQLSTATE '45000'
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SET MESSAGE TEXT = 'Rate limit exceeded: max 10 searches/minute’;
END IF;

INSERT INTO production.rate limit(user, action, created at)
VALUES (CURRENT USER(), 'search', NOW());

SELECT customer_id, first name, last name, city
FROM production.customers
WHERE last name LIKE CONCAT(p search term, '%')
LIMIT 50;

END;

CBoaKa apXUMTeKTypbl

Cnon KOMMNoOHeHT Ponb

[MopoknioyaeTcs, BbIMOSHAET
[MpunoxeHue app_user
npencTtassieHna/npolenypsbl

NHTepdeic app_interface (cxema) MpenocTaBnsgeT TONbKO HEOOXOAMMbIE AaHHbIE

admin_views

be3onacHocTb O6na,uae'r npaBaMu, He MOXXeT NMOoOKJIYNTbCA
(3abnoknpoBaH)
[MpopakwH production (cxema) PeanbHble Tabanubl, HeLOCTYMNHbLI HANPAMYIO
OrpaHuyeHus

3TOT Noaxon He naeaneH:
e NMpousBoaUTENIbHOCTb: ALGORITHM=TEMPTABLE CO30a€T BpeMeHHYto Konuto. Ona 6onbLumnx
Tabnny 3To MoOXXeT BbITb 3aTPaTHO.

e CnoXxHocTb: Ka)xaas HoBas PYHKLNA NPUNOXKEHUA MOTEHLMaNbHO Tpe6yeT HOBOIo

npeacTtaBneHnAa nianm npouenyps.bl.

° Conpoaox(p,euue: MpencTtaBneHnsa OO0IXKHbI 3BOJTIOLLMOHNPOBATL BMeCcTe Co cxemon 6a30Bbix

Tabnuu.

Ho 3Tun orpaHnyeHuna — ueHa 6e3onacHoOCTN. A B KOHTEKCTE, rae yTe4YKN OaHHbIX CTOAT B

cpenHem 4,5 MUAANOHa A0A1apoB 3@ UHUMAEHT, 3TO pa3dyMHas MHBECTULMS.
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3akKni4yeHue

dun3nyeckoe pasnesieHve 4yepes rnpeacrtaBsieHna TEMPTABLE U XpaHMMble npouenypbl DEFINER —
3TO He Maslom3BecTHaa PyHKUnsa MariaDB / MySQL. 9To HagéxXHas, HaTUBHAA U 4acTo

HeZoucrnoJsib3yemMasi apxuTekTypa 6e3onacHocTu.

MAaTK 3TanoB AOCTAaTO4YHO: CXeMa UHTepderca, NpeacTaBleHUs C NPaBUbHbIM aIFOPUTMOM,
npoueaypsbl 44 3anucu, 3abnoknpoBaHHasa y4éTHas 3annuce DEFINER 1 MuHMManbHbIN
NPUKIagHOM Nofb3oBaTesNb. Pe3ynbTaT — 6a3a AaHHbIX, B KOTOPOW gaxke ycnelwHas SQL-

VHbEeKUNS OaéT OOCTYyn Nnilb K KOHTpOJ'II/IpyeMOIZ noJsie gaHHbIX.

dTa cTaTbs bblsla NepBOHaYvYanbHO onybamkoBaHa Ha Medium.
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