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PMACONTROL SECURITY HARDENING APACHE PHP MARIADB

HARDENING PMACONTROL — SECURITY LAYERS
Defense in depth for MariaDB / MySQL monitoring

NETWORK APACHE
PMAC
Protected
PHP SECRETS
Apache PHP MariaDB Secrets
Options -Indexes disable_functions=exec,... bind-address=127.0.0.1 crypted=1 in config
SSLProtocol TLSv1.2+ cookie_httponly=1 Least privilege grants chmod 600 db.config
Require ip 10.0.0.0/8 cookie_secure=1 slow_query_log=ON Vault / env vars
No public exposure Web vs CLI isolation SELECT/INSERT/UPDATE only External secret store
ACL CSRF Permissions Monitoring SQL Injection Fix
acl.config.ini Token validation 640 config files API access logs Tag Client Environment Backup
Profile-based access All state-change forms tmp/ data/ writable Telegram auth alerts Prepared statements + whitelist

FIREWALL: iptables -A INPUT -p tcp --dport 443 -s 10.0.0.0/8 -j ACCEPT | --dport 443 -j DROP

PmacControl [TITITIT]

[T PmaControl I

PmaControl [ITTTTTT] MariaDB / MySQL [TTTTTTTTTTITHIHII

(IITIIIITH PmaControl (TTTITTTTITTIITTIITIIIIIIIITIITApachePHPOMariaDB[TTTJACLOCSRFITITIIIT

11 [TJApache

g
[T APache [T

<Directory /srv/www/pmacontrol>
Options -Indexes
AllowOverride All
Require all granted

</Directory>



-Indexes [TTTTITTTTITIITTITITTITITTITITTITIITIL]

[(JHTTPS

PmaControl JHTTP [T HTTPSITIITITIITIIT]

<VirtualHost *:80>

ServerName pmacontrol.internal.company.com

Redirect permanent / https://pmacontrol.internal.company.com/
</VirtualHost>

<VirtualHost *:443>
ServerName pmacontrol.internal.company.com
SSLEngine On
SSLCertificateFile /etc/ssl/certs/pmacontrol.pem
SSLCertificateKeyFile /etc/ssl/private/pmacontrol.key

# [IIID TLS
SSLProtocol -all +TLSvl.2 +TLSv1l.3
SSLCipherSuite HIGH:!aNULL:!MD5: !3DES

DocumentRoot /srv/www/pmacontrol

</VirtualHost>

[ITITIT]
PmaControl [TTTTTTTITTTTIIIIIT]

<Location />
Require ip 10.0.0.0/8
Require ip 172.16.0.0/12
Require ip 192.168.0.0/16

</Location>

[(IITIIIIT] PmaControl [T] VPN [ITTTIIIIT Apache [I1J

[IIITTIT

Apache [000F#EFhult. conf [TTTTTTTIP (TTTTITITI
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a2dissite 000-default.conf

systemctl reload apache2

(1]

[MOHTTP O10

Header
Header
Header
Header

Header

always
always
always
always

always

set X-Content-Type-Options "nosniff"

set X-Frame-Options "SAMEORIGIN"

set X-XSS-Protection "1; mode=block"

set Referrer-Policy "strict-origin-when-cross-origin"

set Content-Security-Policy "default-src 'self'; script-src 'self'

inline'; style-src 'self' 'unsafe-inline'"

02 [TIPHP

g

PmaControl [TTTTTeXSHNTIEREN exec () I TITIITTTIITIT]

[ Web [ITITTTTT]

; php.ini [J DocumentRoot [I] .user.ini

disable functions = exec,shell exec,system,passthru,popen,proc_open

expose php = Off

[0 CLI [(ITTTAspirateur[lListener(T]

; php-cli.ini — [ITTTIIT shell exec

disable functions =

1110 Web DT

10

session

session.
session.
session.

session.

PmacControl

.cookie httponly

name

]
[

cookie secure =1
cookie samesite = Strict

use strict mode = 1

PMACSESSID
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cookie httponly [T]JavaScript [T]]] Cookiedskie [FEEure [TT]]]HTd®Kkig[kamesite = Strict [T[I1T] CSRF [IT]

[ITITIT]

upload max filesize = 2M
post max size = 8M
max_execution_time = 30
max_input_time = 60

memory limit = 256M

PmaControl [TTTTTTITITITITIITIIIT

(11 PHP 1]

expose php = Off

[ITJHTTR-HAddted-By: PHP/8.x []]

[]3 [[[MariaDB

11 PmaControl [TIT]

(ITIPmaControl (T

-~ [
REVOKE ALL PRIVILEGES ON *.* FROM 'pmacontrol'@'localhost’;

- - [T

GRANT SELECT, INSERT, UPDATE, DELETE ON pmacontrol.* TO 'pmacontrol'@'localhost’;
GRANT SELECT ON performance schema.* TO 'pmacontrol'@'localhost’;

GRANT REPLICATION CLIENT ON *.* TO 'pmacontrol'@'localhost’;

GRANT PROCESS ON *.* TO 'pmacontrol'@'localhost’;

FLUSH PRIVILEGES;

TTTITPmaControl (ITTTTITTITIIIIIT]

[IT] Localhost

PmaControl [(TTTTITIIITT
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[mysqld]
bind-address = 127.0.0.1

[0 PmaControl [TITTTTTIT I

[T

[mysqld]

general log = OFF # [TIIIII110
slow query log = ON

long query time = 1

log error = /var/log/mysql/error.log

IO SQL T

04 1110

(111
PmaControl [[ddIdddfig. ini.php [TIITTTTIT]

; configuration/db.config.ini.php
[default]

driver = mysql

host = 127.0.0.1

port = 3306

login = pmacontrol

password = "ENCRYPTED VALUE HERE"
database = pmacontrol

crypted = 1

crypted=1 [TTT]PmaControl [TTTTTITTTIITTITITIIIII

[ITTTTIT]
ENNRRRRRNNRNRNINY

e Vault[HashiCorp[TPmaControl [TTT] API [1T1T]

e AWS Secrets Manager [GCP Secret Manager[I111T]
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# [T
export PMAC DB PASSWORD="secret value"
export PMAC SSH PASSPHRASE="ssh secret"

[T

# [TITwww-data[JApache [1T]

chown root:www-data /srv/www/pmacontrol/configuration/*.php

# [T

chmod 640 /srv/www/pmacontrol/configuration/*.php

# [TIII111] www-data [1]
chmod 600 /srv/www/pmacontrol/configuration/db.config.ini.php

05 [MACLOIIIIIT

(1] acl.config.ini

PmaControl [TTTTTaFAofFEY . ini [TTTTTIITITITITITT

; configuration/acl.config.ini
[admin]

* = allow

[dba]

Slave = allow
Server = allow
Dashboard = allow
Backup = deny
Config = deny

[readonly]

Slave = allow
Server = allow(show)
Dashboard = allow

* = deny

[ITIT]
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o [CORTIHIBackup [Install [Api [TTTIIIT]
o [ITTTITTITTTTITTIT]
o [TTTTTTITTTT ACL 1]

(IIT1TI

(I
[admin]
Install = allow ; v/
Config = allow ; IO
Api = allow ; [I] REST API
Backup = allow ; I
[dbal
Install = deny ;I
Config = deny
Api = allow(read) ; [ APTI 11T

Backup = deny

06 (TICSRFIIIIITT

(1T
11 PmaControl [TTTIIT] CSRF [1T]
<form method="POST" action="/slave/start/42/">

<input type="hidden" name="csrf token" value="<?= $csrf token ?>">

<button type="submit">Start Slave</button>

</form>
(ITTITTITTTITTIIT]
if ($ POST['csrf token'] !== $ SESSION['csrf token']) {
throw new SecurityException('Invalid CSRF token');
h
(IITTITTTI
(T
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e START/STOP SLAVE
e (1111

e IV

o [I1TJ

e [TV

[0 CSRF I DBA MITIIIITIT]

07 [II11T]

(1]

# [T
chown -R root:www-data /srv/www/pmacontrol/

chmod -R 750 /srv/www/pmacontrol/

# [IIITwww-data [II1]
chown -R www-data:www-data /srv/www/pmacontrol/tmp/

chown -R www-data:www-data /srv/www/pmacontrol/data/

# PHP [[Twww-data []]
find /srv/www/pmacontrol/App/ -name "*.php" -exec chmod 640 {} \;

# [T
chmod 640 /srv/www/pmacontrol/configuration/*.php

chmod 600 /srv/www/pmacontrol/configuration/db.config.ini.php

W -data [TMdAMHeta/ (TTIITTTIIIT]

08 [T

1] API [T]T]
[0 REST API [T
. [T

« [MIP

o (110
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e (11111
e [IT]

// 0 API [I10
$log = sprintf(
"[%S] %S %S %S -> %d",
date('Y-m-d H:i:s'),
$ SERVER[ 'REMOTE_ADDR'],
$user->name,
$ SERVER[ 'REQUEST URI'],
http_response code()
);
file put contents('/var/log/pmacontrol/api.log', $log . "\n", FILE APPEND);

(1110 Telegram (]
[TITIITIT] Telegram [IT]
if (!$auth->isvalid()) {

Telegram: :send(

"Auth failure on PmaControl\n"

"IP: " . $ SERVER['REMOTE ADDR'] . "\n"
"User: " . $ POST['login'] . "\n"
"Time: " . date('Y-m-d H:i:s')

1P 05 1 3 O

[TITH
[Mnotifywait [TTTTTTTTTITTTI

inotifywait -m -r /srv/www/pmacontrol/configuration/ -e modify,create,delete |
while read path action file; do
echo "[$action] $path$file" >> /var/log/pmacontrol/config changes. log

# [0 Telegram 1]

done

09 Il
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[IT1T]

# [MIIIIIIIT] HTTP/HTTPS

iptables -A INPUT -p tcp --dport 80 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 443 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j DROP

iptables -A INPUT -p tcp --dport 443 -j DROP

# 11 localhost [T MySQL
iptables -A INPUT -p tcp --dport 3306 -s 127.0.0.1 -j ACCEPT
iptables -A INPUT -p tcp --dport 3306 -j DROP

[IIT1T]

PmaControl [TTTTTITIITITIITIIIIII

(IITITIITITT VPNOWireGuard[JOpenVPN[I] SSH [1T]

010 [IISQL [T——(II

I SQL 111
n [
Tag.php [0 WHERE 1111
Client.php TTTIITTT
Environment.php ORDER BY [ITTIT]
Backup.php LIKE [TTTTT1]
(IIITTTITT]

// Tag.php — [ITJ
$sql = "SELECT * FROM tags WHERE name LIKE '%" . $ GET['search'] . "%'";
$results = $db->query($sql);
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[T

// Tag.php — I
$sql = "SELECT * FROM tags WHERE name LIKE ?";
$results = $db->query($sql, ['S' . $ GET['search']l . '%']);

(1] ORDER BY [TTITTTTTITITIIII

$allowed columns = ['name', ‘'created at', 'id'l;
$sort = in _array($ GET['sort'], $allowed columns) ? $ GET['sort'] : 'name';
$sql = "SELECT * FROM tags ORDER BY " . $sort;

[LTTIT]

[0 PmaControl JTTTTTTITIIT]

e [ ] Apache[JIndexes

e [ 1 Apache[ITJHTTPS

e [ 1 Apache[IITIIIII

e [ ] Apache[ITIIIIIT]

o [ 1 PHP[] Web [IIIIIIIIIL]

o [ ] PHP[$ession.cookie httponly = 1
e [ ] PHP[3ession.cookie secure = 1

e [ ] PHP[&xpose php = Off

e [ 1 MariaDBITITIIIT]

e [ ] MariaDB[bind-address = 127.0.0.1
o [ ] [ETVpEEHF1 ]

o [ ]1[ITITIT] 640

e [ 1 ACLOTIITIM

e [ 1 CSRFIIIIIIIII

o [ 1 [@hb/ [data/ [IIT110

o [ ] ITIAPI [T1T]

o [ ] IO
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o [ 1 [IIIIITT
o [ 1 ITIIID
e [ ] SQLOTag[IClientJEnvironment[Backup [TTTITIT]

[

(1] PmaControl (ITTTH——IIIIIIIIIIIII MariaDB / MySQL [TTTIIITITITIIT SSH [IT11

I TApachePHPOMariaDBITTACLOCSR FOTT T T T T T T T T T LT T T T T T
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