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PMACONTROL TELEGRAM ALERTING NOTIFICATIONS AUTOMATION

TELEGRAM ALERTS — PMACONTROL
Real-time alerting for MariaDB / MySQL monitoring

Critical Action Requir
PmacControl oBA TSRE 4 on
n-call, — soun
Telegram Bot API onea =ou

Listener detects events: HTTPS
- Replication lag/stop p-| PosT Operations Warning
= LIESELEED (B (LA DR R DBA team — notifications ON
- Service restart/OOM token: 7123456789:AAH...
- Connection failure

All Info + Improvement

Extended team — check on demand

ALERT TYPES
Info Warning Improvement Action Required
Server: db-prod-01 Server: db-slave-01 Server: db-prod-01 Server: db-slave-01
Event: Service restarted Event: Replication lag Missing index detected Replication STOPPED
Version: MariaDB 10.11.6 Lag: 120s (threshold: 60s) Ratio: 450:1 rows exam/sent 10=No SQL=No ERR:1062
Uptime: 0d Oh 2m Duration: 5 minutes ADD INDEX idx_customer_id Link: /slave/show/d2/
SETUP IN 3 STEPS

1. Create Bot 2. Get chat_id 3. Configure PmaControl
@BotFather /newbot -> get token getUpdates API -> group chat_id telegram.php: TOKEN + CHAT_ID

(11T Telegram [TTT11T]

[T 3 O T TIIIIIIT] Telegram [(TT111] DBA TTTITH——I I T ITTITT

PmaControl [T] Telegram TTTTTTTIITTTITITITIITIITITITelegram QTTTDAPI ITITTT] MarkdownITTITTITIITIT]

1] Telegram [I]

[I111T] @ BotFather

(1] Telegram@ddtFather 1] Telegram [TTTTITTTTITTTTI

[Il/newbot

BotFather[Alright, a new bot. How are we going to call it?
[IPmaControl Alerts

BotFather[JGood. Now let's choose a username for your bot.
[Mpmacontrol alerts bot

BotFather[Done! [...] Use this token to access the HTTP API:

7123456789 : AAHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX



[ITTT] tokeA TTTTTT] API [TTIITITTT Git [(TTITTTTTIITT

[IIT1T] chat_id

1. [I10 Telegram [IITIII"PmaControl - [TT11'0
2. [T
3. I

4. [IdetUpdates API]

curl -s "https://api.telegram.org/bot7123456789:AAHxxxx/getUpdates" | python3 -m json.tool

(AT I ITTT] chat_id [TT1T]

{
"result": [{
"message”: {
"chat": {
"id": -1001234567890,
"title": "PmaControl - Alertes Production",
"type": "supergroup"
}
}
1
}

chat_id []-1001234567890 []

[IIT11T]

curl -s -X POST "https://api.telegram.org/bot7123456789:AAHxxxx/sendMessage" \
-d chat id=-1001234567890 \
-d parse_mode=Markdown \

-d text="*Test* : PmaControl alert system is working."

11 PmaControl
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PmaControl [] Telegram [TT1T]

/srv/www/pmacontrol/configuration/telegram.php

<?php
// configuration/telegram.php

define('TELEGRAM TOKEN', '7123456789 : AAHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX ") ;

define('TELEGRAM CHAT ID', '-1001234567890');

// Optional: separate channels by severity

define('TELEGRAM_CHAT_ID CRITICAL', '-1001234567891');

define('TELEGRAM_CHAT_ID WARNING', '-1001234567890');

define('TELEGRAM_CHAT_ID INFO', '-1001234567892');
T Token[ITTITITTIIIT

chmod 640 /srv/www/pmacontrol/configuration/telegram.php

chown root:www-data /srv/www/pmacontrol/configuration/telegram.php

(1111

PmaControl TTTTTTTTTTTTTTTITITIT]

Info[IT]
(I

M Info — PmaControl

Server: db-prod-01 (10.0.1.1:3306)
Event: Service restarted

Version: MariaDB 10.11.6

Uptime: 0 days O hours 2 minutes
Time: 2026-04-13 14:32:15

Info [(TT1T1

e MariaDB / MySQL [11T]
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e [ITTIIT]
e [ITTIT1T]
e Schema [IIT]

Warning(1T]
I

A[] Warning — PmaControl

Server: db-prod-slave-01 (10.0.1.2:3306)
Event: Replication lag exceeds threshold
Lag: 120 seconds (threshold: 60s)
Status: IO=Yes, SQL=Yes

Duration: 5 minutes

Time: 2026-04-13 14:32:15

Warning 11111

o [ITTITITIIT]

o [TTT1< 20%

e [T1]1> [111]180%
e [IIITITI

Improvement[ ][]

[ITTT] Marina+ [TTTI11T]

[0 Improvement — PmaControl

Server: db-prod-01 (10.0.1.1:3306)

Suggestion: Missing index detected

Query: SELECT * FROM orders WHERE customer id = ?
Rows examined/sent ratio: 450:1

Recommended: ALTER TABLE orders ADD INDEX idx customer id (customer id)

Action Required[T]TTT]

(IIITTITITTIT]

] Action Required — PmaControl
Server: db-prod-slave-01 (10.0.1.2:3306)
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Event: Replication stopped

Slave IO Running: No

Slave SQL Running: No

Last SQL Error: Error 'Duplicate entry' on table 'users'
Time: 2026-04-13 14:32:15

Link: https://pmacontrol.example.com/fr/slave/show/42/

Action Required [I11T]

e [TTIT10 I SQL [IT]

e [TITITISSH 0 MySQL [TIT]
e [[IIIIT] OOM Kkiller

e [T111 < 5%[111]

o [TIIIIIII0 3 1T

RBAC[TIIITIT

TP maControl [ITTITTITITIIIIT] Telegram 117
(11
M "PmaControl - Critical" < [ Action Required

[T11] DBA[ITITITISRE

[ "PmaControl - Operations" « Warning + Action Required
[IIPBA [TISRE

[ "PmaControl - All" < Info + Warning + Improvement + Action Required
(I

[

// configuration/telegram.php

// I

define('TELEGRAM CHAT ID', '-1001234567890');

// I

define('TELEGRAM CHAT ID CRITICAL', '-1001234567891'); // Action Required
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define('TELEGRAM CHAT ID WARNING', '-1001234567890'); // Warning
define('TELEGRAM CHAT ID INFO', '-1001234567892"'); // Info + Improvement

// I
define('TELEGRAM ROUTE BY SEVERITY', true);

[JTELEGRAM_ROUTE_BY_SEVERITY [[rue [TELEGRRWI CHATCDIMIIIIIIITTTY

(11T

(11
PmaControl [Uptime [TTTTTTTIIITITIT] uptime O X QITIITITITTTIII

if ($current uptime < $previous uptime) {
Telegram: :sendInfo(

"Service restarted",

$server,
"Previous uptime: " . formatDuration($previous uptime)
"\nCurrent uptime: " . formatDuration($current uptime)
)i
}
[L1T]
(T

// Alerte seulement si le lag est > seuil depuis 5 minutes
if ($lag > $threshold && $lag duration > 300) {
Telegram: :sendWarning (
"Replication lag exceeds threshold",
$server,
"Lag: {$lag}s (threshold: {$threshold}s)\n"

"Duration: . formatDuration($lag duration)

(11
PmaControl [T]SSH [TTTIIIIIIIIIT
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e Warning[1T1[] < 20%

e Critical[TIIT]1 < 5%

[[] Action Required — PmaControl
Server: db-prod-01 (10.0.1.1:3306)
Event: Disk space critical
Partition: /var/lib/mysql

Usage: 96% (used 458GB / 480GB)
Free: 22GB

OOM Killer

PmaControl [T]syslog [J dmesg 1171 OOM [1T]

1] Action Required — PmaControl
Server: db-prod-01 (10.0.1.1:3306)
Event: OOM Killer invoked

Process killed: mysqld (PID 1234)
Memory at kill: RSS 14.2GB, limit 16GB
Time: 2026-04-13 03:42:15

[T
(11 PmaControl [TTTITITTISSH 111 MySQL [TIT1T]

[ Action Required — PmaControl

Server: db-prod-03 (10.0.1.3:3306)

Event: Connection failed

Error: SSH timeout after 30s

Attempts: 3/3 failed

Last successful: 2026-04-13 14:25:00 (7 min ago)

[0 3 T

[LTTTTT]

PmaControl agent [TTT] Markdown [TTT1T]

// Rapport hebdomadaire
$report = "*Weekly Report — PmaControl*\n\n";
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$report .= "[I] *Servers monitored*: 142\n";

$report .= "[] *Healthy*: 138\n";

$report .= "a[] *Warnings*: 3\n";

$report .= "[[] *Critical*: 1\n\n";

$report .= "*Top issues this week:*\n";

$report .= "1. db-prod-slave-03: lag spike (max 340s) — resolved\n";
$report .= "2. db-staging-01: disk 87% — cleanup scheduled\n";
$report .= "3. db-prod-02: 12 slow queries > 10s — indexes added\n";

Telegram::send($report, TELEGRAM CHAT ID, 'Markdown');

Telegram [J Markdown [TTT1T]

o [FIIT*

e (IO

o

o D
o [IMMI (urt)

[l Releem agent [T]

Releem [ITIIT] MariaDB / MySQL [T] agent[IIT] PmaControl [TTTIIIIII] Telegram [1T]

M Improvement — Releem via PmaControl

Server: db-prod-01 (10.0.1.1:3306)

Recommendation: Increase innodb buffer pool size
Current: 4GB

Recommended: 8GB

Reason: Buffer pool hit ratio 91.2% (target: >99%)

Impact: Estimated 15% improvement in read performance

[I1] Listener [ITT1T] Releem [T] API [ITTTTIPmaControl [TTTTTTITITTIIT] Telegram(]

[I11]

1. [T11111

[IIIIIIIIIIIT 50 11 Telegram [TTTIIIIIIT]
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url
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e CriticalI1] 0-2 JTITTTIITI 00
e Warning[I1]]5-10 [I1T]

e Info[TTTTTTITITTITI

2. [I1111
(I PmaControl [T DBA M TITTTTITIIT]

3. [I11T]

"Replication lag: 120s" [T] "Replication lag: 120s (was 5s an hour ago, threshold: 60s, 3rd alert this
week)" MTTTTTTTTTTTTIT

4. [T

(IIIIIIIIII"PmaControl heartbeat: all systems operational" [T T T T IIOITTTITTTTTTTTTTTTd

# Cron quotidien de heartbeat
0 8 * * * curl -s -X POST "https://api.telegram.org/bot$TOKEN/sendMessage" \
-d chat_id=$CHAT ID \

-d text="PmaControl heartbeat: $(date) — all systems operational"

5. [[] token

o (IIIIIII0 Git
o I

o [ITTTTTITTIIT]
e [[Jtoken [IITITTTITITIt€@&etFather [TT]

6. [T111T
Telegram [TTTITITIT]

e Critical[ITIITITITIIIII

e Operations[TTITIT]
 ANIITIIIIIT]

111
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[LITTT11]

1. [T]tokealtl "https://api.telegram.org/bot$TOKEN/getMe"

2. [T chat_ idifl "https://api.telegram.org/bot$TOKEN/getUpdates"
3. [T

4. [[elegram.php [TIT]

5. [T] PHP [IIIIIIT

10

(MHOEARANTRQUTE_BY SEVERITY [TTTTTTTTTIIII I I T

[L1T]

Telegram API [TTTTTTT1T] 30 [ITT1T] PmaControl (111200 I T T T OO T

[0 Action Required — PmaControl (batch)
Multiple servers affected:

- db-prod-01: Connection failed

- db-prod-02: Connection failed

- db-prod-03: Connection failed

Possible cause: Network outage in DC-1

[

Telegram [ PmaControl [TTTIITTIIIIITIMarkdown [TTITTTTIITITITIT10 O TMariaDB / MySQL [TTTTITITIL

[T Telegram [T TH——O OO OO T T
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